Who's Stealing Your Information?
BY DOROTHY E. DENNING

Companies in the United States could be losing more than $250 billion annually
to information thieves, according to an American Society for Industrial Security (ASIS)
survey of Fortune 1000 firms and the 300 fastest growing U.S. companies. More than
half (56 percent) of the 172 companies responding to the survey reported at least one
attempted or suspected information misappropriation. Over a 17-month period, some
1,100 documented incidents of intellectual property theft were identified, worth an
estimated $44 billion. And the problem may be getting worse: The estimated dollar
losses were five times greater than that reported in the previous ASIS survey.

If these statistics make you feel a little insecure, they should. No matter what
industry or economic sector your organization is in, it produces, maintains and transmits
information, intellectual property and trade secrets that others would love to get their
hands on. The problem is, the threat is multidimensional, difficult to pinpoint and
therefore difficult to prevent.

Today, your organization is vulnerable to attacks by people both inside and
outside the corporate walls, breaches both physical and electronic, sophisticated scams
as well as unintentional leaks, and both legal and illegal competitive intelligence-
gathering efforts. Worse yet, even when you can prove intellectual property theft, the law
may not always work to your company's advantage.

So what do you do? First, you need to recognize the scope of the problem--who's
stealing your information, and how they're going about it.

Employee Turned Traitor

The ASIS survey confirmed what information security experts have been saying
for years: The single greatest threat to corporate intellectual property is trusted insiders--
current and former employees, temps, onsite contractors, consultants, partners and
suppliers.

Trusted employees

Trade secrets are routinely smuggled out of companies and sold to a waiting
customer or information broker. Just last month, a U.S. nuclear scientist working at the
Los Alamos National Laboratory was accused of disclosing top-secret nuclear weapons
technology to China in the late 1980s. As Information Security went to press, the extent
of the espionage was still unknown, though one U.S. official said the Chinese were able
to "telescope the time" required to develop such advanced technology and "could not
have done it without information from the U.S."

In another case involving China, in 1994 a highly trusted employee of Ellery
Systems in Boulder, Colo., allegedly used the Internet to transfer $1 million worth of
software to a competing Chinese firm.

The accused perpetrator, a Chinese national, had been granted asylum in the
United States following the Tiananmen Square incident. Shortly before transmitting the
code, he had traveled to Beijing, allegedly to visit his sick mother. But while he was



there, he signed a letter agreeing to provide the source code in exchange for $550,000.
When he returned to the U.S., he tendered his letter of resignation. The next day, he
transferred the software.

Duped employees

Some employees have been bribed or seduced into giving away secrets. In his
book Corporate Espionage, Ira Winkler tells about a German spy named Karl Heinrich
Stohlze who seduced a lonely woman who worked for a Boston biotechnology firm,
eventually convincing her to leak corporate secrets. Stohlze, who had been sent by
Germany's intelligence agency, the Bundes Nacrichten Dienst, skillfully exploited the
relationship, telling the woman he would be transferred back to Germany if she did not
get copies of certain documents for him. Not wanting to lose him, the woman supplied
him with the information he sought, including DNA research methods and information
about the status of company projects.

To keep the information flowing, Stohlze used blackmail in addition to romance,
according to Winkler. "I may have made a mistake," he told her. "l told one of my
associates in Washington what you are doing for me.... The trouble is that Hans is
crazy. He does not want to be reassigned; his family is settled here. | fear if the
information stops coming, he just might contact your company and show them the
documents, just to get even with you." Shortly after that, the woman was caught and
fired, although no charges were brought against her. Stohlze was not prosecuted and
was later seen working other assignments in Western Europe.

Former employees

While current employees constitute the greatest threat to corporate trade secrets,
former employees are not far behind. In 1993 General Motors accused its former head of
worldwide purchasing, Jose Ignacio Lopez, and seven other former employees of
stealing 10,000 proprietary GM documents and computer disks when they defected to
Volkswagen. The stolen materials included details of a secret new car model, future
sales strategies and purchasing lists. In 1996, GM sued Lopez and VW, causing VW's
stock to drop. Ten months later, GM was awarded $100 million in damages.

Foreign Affairs
While insiders pose the greatest threat to the company's jewels, outsiders are a
close second. But even then, insiders may be unwitting accomplices.

Info requests

Based on reports sent to the U.S. Defense Investigative Service (DIS),
unsolicited requests for information are the most frequently used modus operandi for
foreign collection of U.S. technology information. In 1996, such requests surpassed all
other collection methods by a nearly three-to-one margin.

Phony foreign requests for information or "partnering" arrangements can take
many forms: letter, fax, phone call or e-mail. Foreign operatives may request free
samples of software and working models. Or, they may offer, unsolicited, to work as
sales agents, consultants or representatives in foreign countries. The foreign operatives
frequently word their messages to appeal to cultural commonalties.



Visits

Foreign operatives may even try to schedule meetings at U.S.-based companies
under the guise of "mutual information-sharing." Then, they'll arrive with last-minute or
unannounced persons, try to wander away from approved locations or initiate
conversations beyond the scope of the visit. They may pressure the host into becoming
conciliatory or use social engineering techniques to get information from employees.
While these seem like obvious rouses, the threat is real: In a surprising number of cases,
insiders give away information they would not have had they realized the motives of their
assailants.

Joint ventures and licensing

In order to break into a foreign market, a U.S. company may enter into a joint
venture with a foreign firm. Doing so, however, often requires the transfer of proprietary
secrets--if not as a condition of the contract, then as a matter of practical necessity. The
problem is, once the foreign firm acquires proprietary technology, it can use it to make a
competitive product. India, for example, is said to use compulsory licensing for
pharmaceuticals. Companies wanting to sell pharmaceuticals in India must license use
of the technology to an Indian company. The Indian company may then turn around and
begin marketing a similar product.

Surveillance Technologies

Although most intellectual property is stolen through low-tech means,
surveillance technologies also pose a threat. For example, in 1988 France's Direction
Générale de la Sécurité Extérieure (DGSE) allegedly sent a four-man team to Seattle to
intercept test data and personnel communications during flight tests on Boeing's new
747-400 airplane. Information collected on the 747's new computerized navigation
system was allegedly used in a similar system in the Airbus A340.

While this incident happened more than a decade ago, an independent report
released last year by the Commission for the Control of Security Interceptions suggests
that illicit state-sponsored surveillance continues today in France. The report says that
more than 100,000 telephone lines are tapped illegally each year in the country, with
state agencies behind most of the eavesdropping. France, of course, is not the only
country to employ surveillance technologies, and even the U.S. has been accused of
such spying.

Electronic Break-ins

Computer penetrations are a serious threat to intellectual property. A recent high-
profile case involving competing investment brokers Reuters Holdings PLC and
Bloomberg LP demonstrates the reality of this growing threat.

More than $6.5 billion is spent annually on computer terminals that Wall Street
traders use to get up-to-the-second bond and equity prices and currency values. These
computers contain sophisticated, proprietary software applications and tools that allow
traders to analyze investments and predict current trends. Even though Reuters had
more than a century's head start on the trading room floor, Bloomberg's new trading
tools were considered superior. So Reuters founded a subsidiary called Reuters
Analytics to develop a competitive product.



Rather than devote millions to product R&D and testing, however, Reuters
Analytics took a different tack. In January 1998, reports alleged that the subsidiary had
commissioned a consulting company to break into Bloomberg's computers. As a result of
the breach, the consulting company reportedly obtained information about Bloomberg's
operating code, the underlying software that governs the functioning of Bloomberg's data
terminals. This information was then passed on to Reuters Analytics, as well as to the
parent company's London headquarters.

Often, though not always, a computer attacker holds (or has held) a position of
trust within the targeted organization. While the method of break-in was not disclosed in
the Reuters-Bloomberg case, sources said former Bloomberg employees working for
Reuters Analytics or the consulting company may have been involved.

Competitive Intelligence

The Reuters/Bloomberg case illustrates just how far companies will go to gain
access to the secrets of their competitors. However, not all efforts to obtain competitive
information are illegal. In fact, many organizations have competitive intelligence units
that gather information through legal means. An April 1998 article in Forbes tells how
IBM CEO Louis Gerstner, shortly after taking over the top spot at Big Blue, set up a
squad of a dozen intelligence teams. The teams are part of an extensive "human
intelligence network" that targets competitors' consultants, suppliers, customers and
even employees. Information gathered by the teams is placed in a central database,
which is accessible to 450 of the firm's top executives, Forbes said.

An October 1996 Business Week article reported that brokerage firm Charles
Schwab & Co. set up an intelligence program in 1994 to keep tabs on competitors by
paying consultants to visit rivals' facilities, hiring competing firms' workers and quizzing
customers. In the same article, Robert Flynn, former chairman and CEO of Nutrasweet,
estimated that the work of his company's competitive intelligence unit was equivalent to
at least $50 million a year.

Some firms send their employees to conferences where they learn the tricks of
the trade. Forbes tells the story of John Nolan, a former military intelligence officer who
now trains corporate spies for the Centre for Operational Business Intelligence. Nolan's
students learn that a good spy is a bit of an actor, appearing innocent and friendly and
knowing when to act dumb. They are taught to exploit the weaknesses of their targets.
Disgruntled factory workers, for example, can be enticed into whining about
management and revealing valuable tidbits. Salespeople are especially vulnerable
because their success depends on imparting persuasive information. Lawyers and
executives may disclose information because they "need you to know how clever they
are."

Another Nolan tip: By eliciting information in the middle of a conversation,
suspicion can be avoided, because people tend to remember mainly the beginning and
end of a conversation. Nolan also talks about how to ask leading questions. He tells the
story of how he once discovered the profit margin of a particular defense contractor
simply by asking the contractor's accountant, "So your profit margin is 40 to 50 percent?"
Without a thought, the accountant corrected him, revealing the actual figure.



Although much corporate intelligence activity is considered fair and legal game,
some deceptive practices--such as assuming a false identity--are regarded as unethical
and sometimes illegal. In February 1996, Maxim Integrated Products, a high-tech
company in Silicon Valley, sued a competitor, Linear Technology Corp., for allegedly
stealing trade secrets through an employee who posed as a customer.

The Society of Competitive Intelligence Professionals (SCIP) has adopted a code
of ethics that prohibits masquerading in such a manner. Under the code, members agree
"To comply with all applicable laws"; "To accurately disclose all relevant information,
including one's identity and organization, prior to all interviews"; and "To fully respect all
requests for confidentiality of information."

Economic Espionage Act

Prior to 1996, U.S. federal law did not explicitly address trade secret theft.
Prosecutors had to apply laws designed for other purposes, such as wire fraud, mail
fraud and interstate transportation or receipt of stolen goods. Alternatively, they could
prosecute under state trade secret laws, which emerged in the 1970s.

The laws were inadequate, however, and some thieves went free. This happened
in the Ellery Systems case mentioned above. Charges against the Chinese national
accused of pilfering $1 million worth of software from the company were dropped, and
Ellery itself subsequently folded.

Three years ago, Congress passed the Economic Espionage Act of 1996 to
provide stronger trade secret protection at the federal level. This law made it illegal for
anyone to knowingly steal or otherwise fraudulently obtain a trade secret; to copy or
distribute a trade secret; to receive or buy a trade secret; or to conspire to commit any of
these acts in order to benefit a foreign government, instrumentality or agent, or to
convert the trade secret to the economic benefit of anyone other than the owner.

For the purposes of the law, "trade secret" means all forms and types of financial,
business, scientific, technical, economic or engineering information, provided the owner
has taken reasonable measures to keep such information secret and the information
derives independent economic value (actual or potential) from not being made public.
Penalties can be as high as $10 million and 15 years in prison for acts conducted to
benefit a foreign government, instrumentality or agent (economic espionage), and $5
million and 10 years in prison for acts conducted to benefit other parties (commercial
espionage).

To date, several cases have been successfully prosecuted under the act. The
EEA has, however, posed problems for at least one victim, the pharmaceutical firm
Bristol-Myers Squibb Co. In 1997, Jessica Chou, an executive with Taiwan's Yuen
Foong Paper Industry Co., and one of Chou's employees allegedly tried to steal Bristol-
Myers' formula for Taxol, an anticancer drug, according to a February 1998 report in The
Wall Street Journal. Chou asked an FBI agent posing as an information broker to find a
Bristol-Myers employee willing to sell her the information. In return, the agent would get
$400,000 in cash, stock in the Taiwanese paper company and royalties from the sale of
the drug. Chou also asked to see certain documents related to Taxol so she could
assess the technology.



Working with the FBI, an employee of Bristol-Myers brought the documents to a
meeting, where Chou and her accomplice were caught red-handed and arrested. That
was when Bristol-Myers' real troubles started. Lawyers for the defendants argued that
their clients had a right to see the documents. They claimed the information did not fit
the definition of a "trade secret" because much of it was in the public domain, and
Bristol-Myers had not taken sufficient steps to prevent its disclosure. A U.S. district court
judge ruled in the defendants' favor, saying they "must have the exact processes and
formulae for Taxol available to them--or at least those formulae and processes that the
government will contend to the jury are trade secrets."

You can imagine that the decision did not sit well with Bristol-Myers or Richard
Goldberg, the Philadelphia assistant U.S. attorney prosecuting the case. In court papers,
Goldberg said, "The concept of profiting from the attempted theft would reach new
heights if prosecution resulted in the transfer of trade secrets which could not be
obtained illegally." Goldberg also said that if the ruling is upheld, the government will
take steps, including possibly seeking dismissal of the case, to prevent disclosure of the
trade secrets. If upheld, the ruling will probably affect future cases, with companies
reluctant to pursue prosecution for fear of losing control over their intellectual property.

Truth in Numbers

Theft of trade secrets is one of the most serious threats facing business today.
The latest CSI/FBI Computer Crime and Security Survey, released in March, found that
of 12 types of computer crime and misuse, theft of proprietary information had the
greatest reported financial losses for the period 1997-1999. According to the survey,
more than $42 million worth of trade secrets was stolen from 64 organizations that were
able to quantify their losses from this type of breach.

The lesson is clear: If you don't want to be the next victim, be aware of the
danger, and be sure to design, implement and update a comprehensive security
program that addresses the threat from all angles (see below).
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